. OPUTMHAJIHY HAYYHH PA/|
Ap 3dpaexo I'pyjuh, doi:10.5937/zrpfni1880325G
Jloyenm I[IpasHoez ghakysmema,

Ynusepsumem y llpuwmuHu ca npuspemerum ceduwmenm_y Kocosckoj Mumposuyu

UDK: 343.533
Pad npumsen: 30.09.2018.
Pad npuxsahen: 23.10.2018.

KOMITJYTEPCKH KPUMHHAJIUTET:
CIIELIU®PHYHOCTH H CABPEMEHH H3A30BH™

Ancmpakm: Kpumunaiumem je namoJowka OpywmeeHda hojasd,
YHuUgep3a.Hoz kapakmepa. bes 063upa Ha cmeneH passoja u 06.1uk ypehersa
coyujaiHe 3ajedHuye KpuMUHAAUMemM Kapakmepuue cenpucymHocm.
IlocmampaHo kpo3 npusMmy Ucmopujckoz paseoja Jeydcke yusuausayuje,
8PEMEHOM ce Metbajy NojasHu obauyu, eHomeHoowKa obeseixcja,
o6uMmM u cmpykmypa kpumuHaaumema. [Ipoyecu uHKkpumuHaauzayuje u
dekpuMuHauzayuje cy OUHaMU4Kkoz kapakmepa u HUCY UCK/bY4U80 8€3AHU
3a epeMeHCKy duMeH3Ujy - 3asuce U 00 cmeneHa paseoja, mpaduyuje u
Ky/amype, eKOHOMCKOz ypeheroa, hpagHoz U NOAUMUYKOZ2 cucmemd
nojeduHux dpcasa.

Kapakmepucmuka nocmmodepHoz dpywmea y KojeM HUusuMo je nojasa
H0802 061UKA KPUMUHA/IHO2 NOHAWARA - KOMNJyMepCcKo2 KpUMUHAAUumema.
Kao "HyscHa koHcekeeHya” dueumasiHoz do6a u npumeHe UHPOpMayuoHux
mexHo/102Uja y c8UM achekmuMma dpyumeeHoe jHcusoma, KomMnjymepcku
KpumMuHa/umem YuHe c8U HOBU 00AUYU KPUMUHAJIHOZ NOHAWAFA
Koju npedcmasseajy nocseduyy 3/0ynompeba macosHe ynompeée Uu
Kopuwhersa HOBUX MmexHO/102Uja (KOMNjymepa, KoMNjymepcKux cucmema,
UHPOPMAYUOHO-KOMYHUKAYUOHUX ypehaja u mexHoso2uja u 2106aaHe
Mpedxce - HHmepHema), aau u mpaduyuoHa/IHa Kpusu4Ha deaa Koja cy
u3epuieHa kKopuuiherseM Komnjymepa kao cpedcmea uu objekma.

Hose unkpumuHayuje y kpusuuHom 3akoHodascmsy Peny6.auke Cp6uje koje
npyxcajy 3awmumy 6e36edHocmu pavyyHapcKux nodamaka npedcmasssajy
camo deo heHoMeHa Komnjymepckoz KpumuHaaumema, umajyhu y eudy
YUurbeHUYyy 0a Komnjymepu npedcmassbajy nNomeHyujaaHo cpedcmeo

“zdravko.grujic@pr.ac.rs

" Pap je caomuTed Ha MehyHapoaHoj HayuHOj KoHGepeH1uju ,[IpaBo npej usazoBUMa
caBpeMeHoOT 106a“ kojaje oapkaHa 13.u 14. anpusia 2018.rogune Ha [[paBHOM dakynTeTy
YHuBep3uTeTray Humy.
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usepuierba u dpyzaux kpusuuHux desa. Hako ce, npema munoso2uju
3acmyns/eeHoj y Aumepamypu, KOMNhjymepckKu KpuMuHaaumem Hajuewhe
u3y4aea kao deo UMOBUHCKO2 KpUMUHA/IUMeMa, He208y cneyu@u1Hocm u
camocmasiHocm homephyje yurbeHuya day o8aj 06.4uk, noped KpusU4HUX
desia umMoBUHCKO2 Kapakmepa, chadajy u desa koja mpaduyuoHa/aHo YuHe
deo onwmee, noAUMU4K02, NpuspedHoe UAuU HACUAHUYKO2 KPUMUHAIUMema.

Pad je noceehen anauzu oeHoMeHa Komnjymepckoz KpuMuHaiumema u
H€208UM Cneyu@u4HOCMuUMa, Kao U u3azosuma Ha Koje, OUHaMUu4aH paseoj
NojasHux 06.uKa, 6pUcar-e NPOCMOPHUX U 8PEMEHCKUX 2PAHUYA NPUAUKOM
usspuierba, cneyuduya npoPua yYUHUAAYd, OMeHCaHO NPUjas/busarse,
omKpusarbe U d0Ka3usarbe, BUCOKA MAMHA 6POjKA U MACOBHA U3/10HCEHOCM
suKmMuMu3ayuju, cagpemeHo opyumeo mopa da noHyou u npeoioxcu
adeksamHe odzosope.

KyuHe peuu: komnjymepcku KpumuHaaumem, 6e36e0HOCM pavyHapcKux
nodamaka, 310ynompe6a uHHopMayuoHo-KOMYHUKAYUOHUX MeXHO/102Ujd,
Hnmepuem.

1. YBoaHa u3jiarama

KpuMnHaauTeT npeAcTaB/ba aTOJIOIIKY APYIITBEHY [10jaBY U YHUBEP3aJHOT
je kapakTepa. HauMe, joul y HajcTapujuM UCTOPHUjCKUM U3BOopUMa cycpehemo
ce ca 0OMMCHMMa pasHUX IOHalllakba Koja Cy HapyllaBaJjia OCHOBHE BPeJHOCTH Ha
KOjuMa je mouyuBaJja jbyJicKa 3ajeHUIA (MrwaToBuh, 2018: 11), a koja cy 6usa
npeaMeT CaHKIIMOHUCawa. Ca pasBojeM ApYLITBA U KYyJITYype Mewao ce 6poj u
cap:Kaj KaXKIbUBUX MIOHALIAA, jep KPUMUHAJIUTET HUje CTaTu4YaH U QUKCHO
oapebeH(denomen) Beh ce ctasnno Mewa (KonctantunoBuh-Bunuh, Hukosauh-
Puctanosuh, Koctuh, 2010: 23).

[IpoMeHe ce oJHOCe KaKO HA HOBE MOjaBHE 06J/IMKe, TAKO U HAa GeHOMEHOJI0MIKa
obGeJsiexja, 06KUM, CTPYKTYPY, CTONY, €THUOJIOTHjY KPUMUHAJIWUTETA, HAYUH
JPYLITBEHE peaKliMje U CUCTeM KaKibaBamwa. OCUM MojaBe HOBUX 0GJIMKA
Ka)KIbMBHUX [OHAlllakha, [JUHAMUKA KpUMHUHAJAWTeTa [0Jjpa3yMeBa U U3y3U-
Make oZjpeheHuX [0 TaJla CAHKI[MOHUCAHUX MOHAILlakha U3 HAJJIeXKHOCTH
KpHBHUYHOIIpaBHOT cucTeMa. [Ipoljec yHoLlea HOBUX KaXKbUBUX IOHALIAha
Yy KPUBHUYHO 3aKOHO/IaBCTBO (MHKPUMHHAJIU3aI[Mja) U U3y3uMarba oZipeheHux
0/, TaJla CAaHKIMOHUCAHUX paJikbU (JleKpUMUHaIM3aluja) Cy AUHAMUUYKOT
KapakTepa ¥ HUCY UCK/bYYMBO Be3aHU 32 BpeMeHCKY UJIU IPOCTOPHY AUMEH3HU]Y
- JleTepMUHUCAHU Cy CTENIEHOM pas3Boja ApyLITBa, TPaJULUjOM U KYJITYpPOM,
€KOHOMCKHUM, TPAaBHUM U TOJTUTUYKHUM CUCTEMOM U ypehewmeM. KpuMuHanurter
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NpeJ/iCTaB/ba PEAJHOCT U GOTraTUX U CHPOMAIIHUX APYIITABa, UMa Pa3JUUUT
00UM, N0jaBHE 06JIMKe U MaHU(ecTalluje, aJii je y CBUM cpeJjuHaMa GpaKTop
JlecTabuIN3alnyje, KOYHHUIA 32 €KOHOMCKH, COIMjaJJHU W CBaKH JApYyTrH
npocneputeT (Pagynosuh, 1999: 13).

JIeruTUMHOCT KPUBUYHOTIPABHE 3alITUTE M0/[pa3yMeBa la KpUBUYHOIPaBHA
pernpecHja 1 KpUBUYHO NPABO Y LIeJTUHU MOPAjy ¥ CYLITHHCKOM CMUCIY BUTHU
ONpaB/JlaHU U HY>XHHU. Y TOM CMHUCJIY, 3alITUTA YOBEKA U JPYTUX OCHOBHUX
JIPYLITBEHUX BPEJHOCTH MpPEJACTAaB/ba OCHOB U I'paHuUlle 3a oJpehuBame
KPUBUYHHUX JleJ1a, TPONUCUBabe KPUBUYHUX CAHKIMja U HbUXOBY IPUMEHY, a
KPUBHUYHO NTpaBo Tpeba a 6ye ultima ratio y cy36ujamy APYUITBEHO OMACHUX
noHamawa (CtojanoBuh, 2016: 40). Unmak, y nocJieitbe BpeMe, MHOTa KPpUBUYHA
3aKOHO/IaBCTBa, HAPOYMTO KPUBUYHO 3aKOHOAABCTBO Pemy6unke CpoOuje,
KapaKTepHulile CYNPOTaH MPUHIUI ~KOHCTAHTHO HEKPUTHUUKO MTPOLIUPUBaAHE
cUCcTeMa MHKPUMUHAIMja, T3B. KPUBUYHOIPABHU €KCNIAaH3UOHU3aM. Y3 IOTIYHO
onmpaB/laHe KPUTHKe eKCIaH3MOHM3Ma KPUBUYHOT pPaBa, y JIUTEPaTypH ce
He HeTMpa noTpeba yHOIIeha HOBUX MHKPUMHUHAIMja U3 oApeheHnx o6iacTu
JPYLITBEHOT )KUBOTA KOjUMa je KpUBUYHOIIPaBHA 3l TUTA HY>KHA U ONpaB/aHa.
JlpyruM pedrMa, KpUTHKA KPUBUYHONIPABHOT eKCITAaH3MOHU3Ma He 3Ha4H /1 je
CBaKa HOBa MHKPUMMUHAI[Uja HEIPUXBAT/bUBA — ius criminale semper refomandum
est, ITO 3HAYU /la Ce U BPCTE U 00MM MHKPUMUHHCAHUX TOHAIIAKkha MEHA]Y
(Ctojanosuh, 2010: 42).

MacoBHO Kopulthemwe KOMIjyTepa, KOMIjyTepCKUX CUCTeMA U Mpexa, Kao
Y MpMMeHa HHPOPMalMOHUX TEeXHOJIOTHja ¥ CBUM aclleKTHMa CaBpeMeHOor
»)KMBOTAa, NIOpe/| HeCIIOPHUX NNPEJAHOCTY, [I0KasaJia je U HeraTUBHe IocJejuLe
KpO3 pa3/inuuTe 06JIMKe 3/I0yNoTpeba TeXHOJIOTHje U yrpoxaBamwa lpaBa
KOpUCHHUKA. PauyHapy 1 uHQopMalL{MOHa TEXHOJIOTHja OCTAJIU UJIK CPEeJICTBO
3a JlaKllle UK epUKaCHUje Bpllewe ofpeheHnX KpUBUUHHUX JeJa, UJH CY
caMu I0CTaJM 06jeKT Hanaza. MMajyhu y BUly lbUX0OB 3Ha4aj y caBpeMeHUM
JPYLITBHMMA, yKa3aJa ce NoTpe6a ¥ 3a bUXOBOM KPUBUYHONIPABHOM 3alITUTOM
(CtojanoBuh, 2016: 906).

TokoM mpoTeKJie [iBe JlelleHUje, UHTEePHET U cajbep mpoctop (cyberspace)', y
IIMpPEeM CMUCIIY, UMajy OTPOMaH YTHIaj Ha CBE JleJIOBe U HAaYMH QpYyHKI[HOHHUCAbA
CaBpeMeHOor ApyuTBa. CBaKOAHEBHI/I KUBOT, OCTBAapUBamb€ (l)YHﬂaMEHTaJ'IHI/IX
npaBa, [pyLITBEHe UHTepaKiiMje U eKOHOMHja 3aBUCe 0Ji 6eCHpeKOpHOr
$yHKIMOHNCakba MHPOPMAITMOHUX M KOMYHHKAIIMOHUX TEXHOJIOTHja.2

1 Caj6ep mpocTop npeAcTaB/ba "NIeTH eJeMeHT” mocTMoAepHor ApyiuTsa (Schreier, Weekes,
Winkle, 2015: 14).

2 Joint Communication to the European Parliament, the Council, the European Economic and
Social Committee and the Committee of the Regions. Cybersecurity Strategy of the European
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ExcnaH3uja nHOpMaIOHE TEXHOJIOTHje U ayTOMaTH3alhja MOCJIOBHUX
aKTHUBHOCTH U Mpolieca y CBUM chepama JpyHITBEHOT }KUBOTA NMPeJCTAB/baAjy
beHOMeH laHALIBUIIE KOjU je CAaBPEMEHOM JIPYIITBY J0HEO 6e36p0j MOroAHOCTH
aJiu je CTBOPHO U HU3 MP06JIeMa M PU3HKa, KaKO 3a MojeIUHIA UJIH TPYIIe, TAKO
Y 3a ApywrTBo. Pactyha 3aBucHOCT 071 ”HGOPMaLIOHE TEXHOJIOTHj€e YCI0BHUIA
je HacTajarbe 6POjHUX 30HA OCET/BUBOCTH Ca MOTEHIHUjaJIHO BPJIO 030MJ/bHUM
KOHCEKBEHI[aMa - CAaBPEMEHO APYIITBO U3J1aXKe Ce HOBOM PU3UKY: OCET/bUBOCTHU
(pamuBocTH)y uHPopMaTHiKoj epu ([leTpoBuh, 2004: 11).

Bpiieme TpaJUIMOHAJTHUX KPUBUYHUX JleJla KopullhemheM KOMIjyTepa,
KOMITjyTEPCKUX CHUCTEMAa U MpeXa, Tj. 3J0ynoTpeGoM HHGPOPMAILHMOHO-
KOMYHHUKaI[MOHUX CPEJICTaBa U TEXHOJIOTHja, U MPOIleC HHKPUMHUHHCAbA
NOTEeHIUjaIHUX 3JI0yNoTpeda y chepy NprUMeHe KOMIjyTepayKas3aaHu Cy Ha
noTpeby CUCTEMATCKOr Mpoy4YaBamka OBUX HMHKPUMHHAIUja KAao MpeMeTa
noceGHe BPCTe KPUMHUHAJHOT MOHALIAKha - KOMITjYTEPCKOT KPUMHUHAJIHUTETA
(cybercrime).

Hako cy y paHoj ¢a3u pa3Boja KOMOjyTepu OWUJIM HemoJo6HU 3a Behe
3ji0ynoTpebe jep je mUXOBO Kopullhewe MMoJpasyMeBasio ClelUjaJHY
eyKallMjy KOpUCHUKA U MacoBHOCT Kopulnhewa (Anekcuh, Ukynuh, 2007:
385), panujaH nopacT NpPOM3BOJAHKE U YHNOTpebe KOMIjyTepa U APYTrUX
HUHPOPMALMOHO-KOMYHUKAIMOHUX CpeJicCTaBa M TEXHOJIOTHja y OBOM
MUJIEHUjYMY, pPa3B0j, LIMpee U IPUCTY I HHTEPHETY, KA0 U N0jeIHOCTAB/bEHO
kopuihemwe BeJUMKOT 6poja KOMIjyTEPCKUX Tporpama noTBphyjy nocrojame
NOTEHIMja/IHE OACHOCTHU O/, IMpeHha pPa3/IMYMTUX 00JIMKA KOMIIjYTEPCKOT
KpHUMUHaauTeTa. To ra, yje/lHO, Y4MHHU "HajONIAaCHUJUM” caBpeMeHUM 06JIMKOM
KpuMUHaJHOT mnoHamawa (bejatoBuh, 2012: 18), koju ca cob6om HocHu
cnenudpuuHe 6e36eHOCHe H3a30Be U pusuke.? Undpopmairona 6e36e4HOCT,
cTora, Npe/cTaB/ba CAaCTaBHU Jle0 CBEYKYINHe 6e36eIHOCTU Y CAaBpEMEHOM
ApPyWTBY U y GyHKIUjU je OCTBapMBama, NOUITOBAakha U 3allTUTE MpPaBa,
cys060/a 1 MHTepeca rpahaHa, EKOHOMCKOT CUCTeMA U Jip>KaBe y LeJIMHHU.

HMako je, npeMa BpeMeHy HaCTaHKa, KOMITjyTePCKHW KpUMUHAJIUTET "HajHOBUjU”
06/IMK KpUMUHaJIHOT noHawama (hophesuh, 2011: 177) ak TUBHOCTH Ha NJIaHY
yCIlOCTaB/bathba MeXaHU3aMa KPUBUYHOIPaBHe 3alUTUTE Yy LIM/bY OTKPUBAH3,
clpeyaBama U cy36ujatba OBOT 06JIMKAa KPUMHUHAJMTETA O/BUjajy ce U Ha
HalMOHAJIHOM U Ha MehyHapoHOM HUBOY.

Union: An Open, Safe and Secure Cyberspace. Brussels:https://eeas.europa.eu/archives/docs/
policies/eu-cyber-security/cybsec_comm_en.pdf, (27.08.2018.)

3 Bug. CtpaTeruja pa3Boja uHopMaLuoHe 6e36e1HOCTH Yy Peny6annu Cp6uju 3a mepuos,
0z, 2017. io 2020. roguHe "Cayx6eHu riiacHUK Peny6snke Cpouje” 6poj 53/2017.
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Tako je y Peny6aunu Cp6uju je ©3MeHaMa U JonyHaMa KpUBHUUYHOI 3aKOHA
u3 2003. roauHe* yBe/leH HU3 UHKPHMUHAIIMja KOje YHUHe JIe0 KOMITjy TepCKOor
KpuMuHasauTeTa.” Baxxehu KpuBnunu 3akonuk Peny6sunke Cp6uje us 2006.
roZiiHe® caJip>ku MoceOHYy rJIaBy KPUBUYHUX JleJla IPOTHUB 6e36eJHOCTHU
padyyHapCcKUX MoJaTaka Koju caApku ciaesehe MHKpUMMHUHaLuje: owiTehemwe
payyHapCcKHU mojlaTaka u nporpama (4. 298. K3), pauyHapcka caboTaka
(4s1. 299. K3), npaBJ/belb€e U YHOIlIEHE pauyHapckux Bupyca (4. 300. K3),
payyHapcka npeBapa (4. 301. K3), HeoBsamhenu npuctyn 3amrTuheHom
padyHapy, padyHapCcKoj MpeXH U eJIEKTPOHCKOj 06paau noaataka (4. 302. K3),
CIpeyaBakbe U OTpaHUYaBakbe IPUCTYIIA jaBHOj pauyHapcKoj Mpexu (4. 303.
K3), HeoBsiamheHo kopulthewe pauyHapa uau pauyHapcke mpexe (4. 304. K3)
U IpaBJ/beibe, HabaB/batbe, JaBakbe APYTOM Cpe/ICTaBa 32 U3BPILEHe KPUBUIHUX
JleJla IpoTUB 6e36eJHOCTHU payyHapcKux nojartaka (4. 304a K3). Yeohewem
OBHUX MHKPHUMHUHAIMja LITUTU ce Kopullhelwe nHGOpPMaIOHE TEXHOJIOTHje
y 03BOJbeHE CBPXe, OJJTHOCHO NpYy’Ka Ce 3alUTUTA caMOM QYHKILMOHUCAKY
nHbopManoHe TexHosoruje. U oBJe, Kao U y ApyruM 06J1acTUMA, KPUBUYHO
IpaBo je CYNCUUjapHOT KapaKTepa, 0K Cy 10 3Hayajy U epUKACHOCTH Ha
IPBOM MECTY pa3JINYUTe TEXHOIPEBEHTUBHE Mepe Koje ce pa3BUjajy y OKBUPY
came nHpopmanmoHe TexHosoruje (CtojaHoBuh, 2016: 906).

YcBajaweM noceGHOT 3aKOHA O OpraHU3aliUju U HAIJIEXKHOCTH APKaBHUX
opraHa 3a 60p6y NPOTHUB BHCOKOTEXHOJIOIIKOT KpWMHHaja’ yTBpheHa
je HaJlIeXKHOCT Ap>KaBHUX OpraHa 3a OTKpUBale U Cy36Ujame UAPYTUX
KPUBUYHUX JleJ1a KOja IpeMa HauuHY U3BpIleha, yIOTPe6JbeHOM CPEICTBY UIIU
06jeKTy MOTY CMaTpaTH JleJIMMa KOMIjY TEPCKOT KPUMHUHAJINTETA. Y TUTAKY
Cy, mpeMa cucTeMaTHIU U3 KpUBHUYHOT 3aKOHUKA, KPUBUYHA JleJ1a IPOTUB
WHTeJIEKTYyaJIHE CBOjUHe, KPUBUYHA /leJla TPOTUB UMOBHHE, KPUBHUYHA JleJia

4 3akoH o u3MeHaMa U gonyHama KpuBuuHor 3akoHa Peny6suke Cp6uje "Ciyx6eHu
ryiacHUK Peny6sinike Cp6uje” 6poj 67/2003.

5 OBerorHe HAKOH yCBajala Haj3Ha4YajHUjer eBPOINCKOT IPaBHOT U3BOpa y 0BOj 06/1aCTH
- KoHBeH1IMje MPOTHB KOMIjy TepcKor KpuMuHaauTeTa CaBeta EBpone (ByjuMnerntancka
koHBeHIHja). Convention on Cybercrime, Council of Europe, ETC No. 185, https://www.coe.int/
en/web/conventions/full-list/-/conventions/rms/0900001680081561. logaTHX MPOTOKOJ
ycBojeH je 2003. rogune: Additional Protocol to the Convention on Cybercrime, concerning
the criminalisation of acts of a racist and xenophobic nature committed through computer
systemsCouncil of Europe Treaty No. 189, https://www.coe.int/en/web/conventions/full-
list/-/conventions/treaty/189; npuctyn 1.aBryct 2018. ronune. Buz. 3akoH o moTBphuBamy
KoHBeHIIMje 0 BUCOKOTEXHOJIOUKOM KpUMHUHaauTeTy "Cayk6eHH IJIacHUK Peny6inke
Cp6uje - MehyHnapoauu yrosopu” 6poj 19/2009.

6 "Cny»x6eHu riacHuK Peny6snke Cpouje”’6poj85/2005,88/2005 - ucnp., 107/2005 - ucnp.,
72/2009,111/2009,121/2012,104/2013,108/2014 1 94/2016.

7 "Cnyx6eHU rinacHuK Peny6snke Cp6uje”6poj61/2005 u 104/20009.
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NPOTHUB NMPUBpeJie U KPUBUYHA Jlesla NIPOTHUB IMpaBHOT caobpahaja, kod kojux
ce Kao o6jekam u/u cpedcmeo u3epulerba Kpugsu4HUX de/d jas/bajy pavyHapu,
pavyHapcKu cucmemu, pa4yHapcke Mpedxce U pavyHapcku nodayu (Kao 1 lbUXOBH
NPOU3BO/JIU ¥ MaTEPUjaJIHOM UJIU eJIEKTPOHCKOM OGJIMKY), aJIU U KPUBUYHA
JleJ1a IpoTHUB c1060/a ¥ TpaBa 4YoBeKa U rpahaHrHa, KpUBUYHA [le/1a IPOTHUB
NoJIHe €J1060/1e, KpUBUYHA Jlesia IPOTUB jaBHOT pejia U MUpa, KPUBUYHA JieJia
MPOTHUB YCTAaBHOT ypehewa u 6e36enHocTH Peny6sinke Cpbuje koja ce 3602
HAYUHa usspulersa uau ynompebseHux cpedcmaga Mo2y cmampamu Kpusu4HUM
deauma 8UCOKOMEXHOJA0WKOZKPUMUHAIUMemd.

YTBphUBaweM CTBapHe Ha/lJIeKHOCTH Jip>KaBHUX OpraHa 3a 0Ba KpUBUYHa Jles1a
3a0KpY2KEH je CUCTeM MHKPHUMHUHAalMja Koje ce, NOANPONHUCAaHUM YCJI0BUMA,
MOr'y Ipoy4aBaTH Kao caZp>aj KOMIIjyTepCKOr KPpUMHUHAJIUTeTa.

2. CnenMPpUYHOCTH KOMINjYTEPCKOT
KpPMMUHAJIUTETAa ¥ CABpeMeHH U3a30BU

2.1. Ilojam KoMmnjymepckoz KpuMuHaaumema

Y nuTepaTypH He NOCTOjU jeJUHCTBEHA U oniuTenpuxsaheHa fepuHunuja
KOMIIjyTEPCKOT KpUMUHaUTeTa. [locToje pa3/iIMuuTy NPUCTYIIU U CXBaTakmba
KOja moJiase o/ TOra /ia je KOMIjyTepCKU KPUMUHAJIUTET 1e0 UMOBUHCKOT
KpUMHUHa/MTeTa (MMajyhu y BUAY Jla Cy NpBe 3JI0ynoTpebe KOMIjyTepCKUX
cucTeMa buJie ycMepeHe Ha NpubaBJbakbe NPOTUBIPaBHE UMOBUHCKE KOPHUCTHU
(BypbeBuh, JoBamesuh, 2010: 176), o4HOCHO Jle0 KpUMHHaJIUTEeTa "6eJior
OKOBpaTHHUKA”, ZIe0 IPUBPEAHOT KPpUMHUHaIUTeTa (Y LIMpPEM CMHUCIY), TocebaH
00JIMK KPUMHHAJUTETA KOjU 3axTeBa crneludUYaH NPUCTYN HPUIUKOM
IpoyyaBama, YaK U CXBaTamwe Jia Ce YMeCTO IpoyyaBaka Kao je JUHCTBEHOT
deHOMEHA UCTHU MOXe MOCMATpaTH NyTeM IOojeJUHAYHUX HE3aKOHUTHUX
aKTHMBHOCTH 4Hja je 3ajeJHUYKA KapaKTepHUCTHUKA yJora UHGOpMalLHoHO-
KOMYHMKALIMOHUX TEXHOJIOTHja MPUJIMKOM U3BpIlemha KPUBUUHUX JeJa (Yar,
2006: 9).

HecrnopHo je a KOMHIjyTepCKH KPUMHHAJIUTET Yy CABPEMEHOM JpPYUITBY
NpeJiCTaB/ba Ay TOXTOHU O6GJIMK KPUMHHAJIHOT MOHAlIamka, UMajyhu y Buay
OpojHe KapaKTEPUCTHKE KOje r'a pa3JInKYyjy 0/] OCTaJTHUX TUIIOBA KDUMHUHAJJTHOT
MoHallamwa, 360r Yera je U HEONMXOJaH crenudUYaH MPUCTYI HPUIHUKOM
HErOBOT UCTPAXKHUBaka U MpoyyaBamwa. MidyyaBawe peHoOMeHa KOMIjyTep-
CKOT KPpUMMHAJIMTETA Y OKBHPHUMAa HIP. UMOBHHCKOT HWJIM MPUBPESHOT
KpPUMHHAJHUTETA NPEJCTAaB/ba aHAXPOHU MPUCTYI. Bplieme KOMIjyTepCcKUX
KPUBUYHUX JleJla HE MOpa [la 3HA4YU U NOCTOjalbe HaMepe yYHHHOLA Ja
npr6aBy NPOTHUBIPABHY UMOBHUHCKY KOPUCT MJIM NPUYUHHU HITETY APYTOM
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jep ce xopuinheweM U 3JI0ynOTpe6OM HHPOPMAIMOHO-KOMYHHUKAI[HOHE
TEXHOJIOTHje MOT'Y BPIIMTH pa3HOBPCHA KPUBUYHA JleJ1a KOja ce TpaJULMOHAJHO
CMaTpajy AieIMMa OIUITET, TOJUTUYKOT, HACUJTHUYKOT UJIK HEKOT IPYTroT THIA
KPUMUHAJUTETA.

Y nomahoj muTepaTypu ce ykasyje fia je npo6JieM febuHUCAbA KOMITjYTEPCKOT
KpPUMHUHAJIUTETAaOTeXaH jep Npe/iCTaB/ba pelaTUBHO HOBU 06JIMK KPUMUHAJIHOT
MOHAlllaka KOju Ce jolll HUje Y MOTINYHOCTH U3iudepeHIIupao y oJHOCY Ha
Jipyre 06JIMKe, MCII0/baBa BeJUKY pEeHOMEHOJIOUIKY Pa3HOBPCHOCT U MOCTOje
oTexaBajyhu pakTopu y JepUHHCABY YKOJIHKO ce oJjpehuBame rmojMa ocamba
Ha NO3WTUBHY KPUBUYHOIIPABHY JierucaaTuBy. CBeobyxBaTHa AedpuHULIMja
Mopa ce 3aCHUBATH Ha TPU OCHOBHA eJieMeHTa: HAYUHY U3BpLIEHA, CPEACTBY
M3BplIeka U NoCJe U1 KPUMUHAJIHOT JiesioBawa. CTora ce KOMIjyTepcKu
KPUMUHAJUTET JleUHULIE KA0 00JIMK KPUMHHAJIHOT IIOHAlllakha KOJ, KoTra ce
Kopuurhemwe KOMIjyTepCKe TeXHOJI0TUje U MHGOPMAaTUUKUX CUCTEMA UCII0J/baBa
Kao HayMH U3BpIIekha KPUBUUHOT Jiesla UJIY Ce KOMIjyTep ynoTpebs/baBa Kao
Cpe/CTBO UJIM 111MJ/b U3BPLIEHA, YUME Ce OCTBApyje HeKa Y KPUBUYHOIPaBHOM
CMUCJY pesieBaHTHa nocaeauna (Anekcuh, lllkyauh, 2007: 385).

[Tokyuaj fa ce AeCKpUIITUBHUM NPUCTYIIOM KOjU "NIOKPHUBA KJ/by4He HauMHe
Kopuuthewa pauyyHapa U cBe I03HaTe 06/1MKe KOMIIjy TePCKOT KpUMUHaauTeTa”
JebUHUIIEe KOMIjyTEPCKU KPUMUHAJMTET N0J1a3y OJ CTaBa Jja ce MoJ 0BUM
06JIMKOM KpUMUHaJIMTeTa 10/ pa3yMeBajy He/J03BO/beHe aKTUBHOCTH Y KOjUM
je pauyHap 06jeKT UJiK "cyb6jeKT” [ieia, a KOjuMa je L[UJb: yHULITEee, oulTeheme
WM oTyhewe padyyHapCKOT CUCTEMA UJIM HerOBUX KOMIIOHEHTH; YHULITEHE,
omtehemwe, oTyhemwe v HeoBJlauheHa U3MeHa, 06jaB/bUBakbe UM KopUllhewe
codTBEPCKUX U MPOrPAMCKUX IPOU3BO/IA; YHUILLITEHE, olITehewe, oTyhemwe U
HeoBJlaliheHa U3MeHa, 06jaB/bHMBakbe UJIU KopUllhewe oJaTaka; U3BpllaBabhe
KPUBUYHUX JeJsa; HeoBJsalheHo kopuuihewe pauyHapCKHUX pecypca U
HapyllaBawe U Npobujame cucteMa 3awture ([lerposuh, 2004: 61,62).

[loTnyHO NpUXBAT/bLUBU HAUUHU AleQUHHUCAKa KOMITjY TEPCKOT KPUMUHAIUTETA
3aCTyNJbEHH Yy HAIllOj JOKTPUHMU I0J1a3e 0f IMper KOHTeKCTa He3aKOHUTHUX
NOHallaka Koja 4YuHe caJpkaj oBor ¢eHOMeHa, CpeJCTBa U LUJba
Ka>XKIbUBUX PaJiibi, OJJTHOCHO y2KerT, KOjU I0JIa3u 0oJf MoHalllaka 3abpambeHux
KPUBHUYHONPAaBHUM HOpMaMa, KOMIjyTepy Kao jeJUHCTBEHOM CHUCTeMY
xap/ZiBepa u codTBepa, HAYUHY U CPEACTBY U3BpLIEHA U KapaKTepUCTUKaMa
M3BpIIEHOI KPUBHUYHOr Jesia. [Ipema npBoj AedUHUIIMjH, KOMIjyTepCcKU
KpPUMHHAJWUTET YMHECBa JleIMHKBEHTHA MOHallawka y KojuMa ce ypebaju
3a eJIEKTPOHCKY 06pajly nojiaTaka KOpHUCTe Kao CPeACTBO 3a MOCTU3ame
KQXXHbUBUX PaJBbU UM Kao AUPEKTaH U/b KaKkbUBe pajmwe” (bomkosuh,
1995: 164; KonctauntunHoBuh-Buauh, Hukoauh-Puctanosuh, Koctuh, 2010:
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181). [IpeMa y»x0j 1 npenM3HUjoj AePUHULIHjU, KOMITjYTEPCKHU KPUMHUHATUTET
npejAcTaB/ba nocebaH BUJ, UHKPHMUHHUCAHUX MOHAIlama KOJ KOjUX ce
padyHapcku cucteM (cxBaheH Kao jeJUHCTBO QU3NUKUX jeJUHULIA - Xap/iBepa
- ¥ nporpama - codpTBepa) nojaBbyje UJIU Kao CPeJCTBO U3BpLIEHA UIU KA0
o6jekaT KPUBUYHOT JieJia, YKOJIMKO Ce JleJ10 Ha APYTY HAUWH UJIM IpeMa pyTroM
006jeKTy He 61 YONIITe MOIJIO U3BPLIUTHU UM 61 OHO KMaJIo GUTHO ApyTraduje
kapakTepuctuke” (Urwartosuh, 1991: 142).

JlerucyiaTUBHO oJijpehuBam-€ nojMa KOMIjyTEPCKOT KPUMUHAJIUTETA y HallleM
3aKOHO/IaBCTBY YTBpheHo je yiaHoM 2. cTaB 1. 3aKOHa 0 OpraHU3alUjU U
Ha/AJIeKHOCTH JApKaBHUX opraHa 3a 60p6y NpOTHUB BUCOKOTEXHOJIOUIKOT
KpHMHHAJa IpeMa KojeM OBaj 00JIMK KPUMUHAJIUTETA IPEeICTAaB/ba BPIIEhe
KPHUBHUYHUX JleJ1a KOJ, KOjUX Ce Kao 06jeKaT UJIU CpeJiICTBO U3BPILeha jaB/bajy
KOMIjyTepHu, KOMIjJyTEPCKU CUCTEMHU, KOMIIjyTEePCKe Mpexe, KOMIjyTepCKU
noJany, Kao U bMXOBU IPOM3BOU y MaTepUjaIHOM UJIM eJIEKTPOHCKOM 06JIUKY
(/10K je 3HaYeHe OBUX TepMUHa AepruHUCcaHO y 4. 112. KpuBHYHOT 3aKOHHUKA).

2.2. TpaHcHAYUOHA/IHU KapaKkmep KoMnjymepcKo2 KpuMuHaaumema
2.2.1. l[lpocmopHa dumeH3uja

CrnegupUUHOCT KOMIjy TEPCKOT KPUMHUHAJMTETA NpeCTaB/ba HeJOCTAaTaK
yobr4yajeHe KpPUBUYHOINpABHE MPOCTOpPHE AUMeH3Uje Bpliewma pajikbe U
HacTylamwa [Mocjaejule KPpUBUUHOT JeJa, UMajyhu y BUAY Jia ce HajBehu 6poj
OBHUX JleJla U3BplIaBa YBUPTYeJHOM (cajoep) NpocTopy. YUMHUIAL U KPTBa
KPUBUYHOT ZieJla MOTY ¥ TPeHYTKY HU3BplIea JieJia OUTH Y HajyJa/beHUjuM
Jip>kaBaMa, pa3JIMYUTUM KOHTUHEHTUMA UJIM BpeMEeHCKHUM 30HaMa, IpaBHUM
CUCTEMHMMA U HAIHOHAJHUM jypUCAUKIHjaMa, ajJd YKOJHUKO Cy MyTeM
KOMIIjyTepa UK ApyTrux UHGOPMaLMOHO-KOMYy HUKALlMOHUX ypeDhaja noBe3aHu
Ha ry106aJiHy Mpexy (MHTepHeT) ¥ "HaJia3e ce” y cajoep NpoCcTopy U3Mehy mbux
He NOCTOjU MPOCTOPHA, HU BpeMeHCKa rpaHula (AuMeH3uja). [loHamamwe y
"HOBOM NpocTOpy” U BplIeke KPUBUYHUX JleJia y JUTepaTypH ce objallibaBa
"TeopujoM TpaH3ulHje npoctopa” (Jaishankar, 2007: 7).

2.2.2. AkmusHocmu Ha MehyHapoOdHOM naaHy u
HajeaxcHuju MehyHapooHu doKyMeHmu

OBa uMeHHUIIA je K/bYyUHa 3a pa3yMeBatbe TPAaHCHAIIMOHATHOT KapaKTepPaoBOT
o6sinka kpuMmuHaauteTa (Schreier, Weekes, Winkle, 2015: 20)%u, yjeaHo,
notpebe 3a apupmMalLujoM 3aje JHUYKUX aKTUBHOCTH Jip>KaBa U Meh)yHapoAHUX

8 O/ HOCHO, €BOJIYTHUBHOM 0GJIMKY TPaHCHALlMOHAJHOT KpUMHUHanUTeTa. https://www.
unodc.org/unodc/en/cybercrime/index.html (22.08.2018.).
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opraHusanuja (rJ106a/JHOT, PErMOHAJJHOT WJIM JIOKAaJHOI KapakTepa) y
CYNpPOTCTaB/balby U Cy306Ujalby KOMIjYTEPCKOT KPUMHHAJUTETa. Y TOM
KOHTEKCTY, BaKHY OKOJIHOCT IIPEJICTaBJ/ba yCBajalbe U IpUMeHa MehyHapogHUX
JIOKyMeHaTa (CTaH/jap/ia) HeONX0/JHUX 3a ycarJiallaBalbe KPUBUYHOMPABHUX U
JPYTUX MeXaHU3aMa 3alITUTE 0/ OBOT 00/IMKa KpUMHUHAIUTETA. Besnku 6poj
MehyHapoJHUX aKaTa y 0BOj 06JIaCTHU - pe30J1y1i1ja, KOHBEHI[Uja ¥ TPENopyKa,
Kao ¥ MMIJIEMEHTAlMja lbUXOBUX 0/ipeJiaba y HaljMOHaJHA 3aKOHO/IaBCTBa,
npeJcTaB/ba MPeAyCJIoB yjeJHauaBakha HOPMATUBHOT OKBUPA U YCIOCTaB/bakha
3ajeJHUYKHUX CUCTEMATCKUX aKTUBHOCTH ¥ 60p6GH MPOTUB KOMITjy TEPCKOT
KPUMUHAJUTETA.

C 063upoM Ha KapaKTep OBOT paja, Yy KpaTKUM IjpTaMa heMo ykasaTu Ha
Haj3Ha4yajHUje aKTe HacTaJle y OKBUPUMaA OpraHusanyje YjeJubeHUX HalHja,
Casera EBpone u EBponcke YHuje, He yMawyjyhu y/ory, 3Ha4aj U akTUBHOCTHU
WHTepnoua, Eyponosa (EBpomnckor ieHTpa3a cynpoTcTaB/bakbe KOMIjYTepCKOM
kpuMuHanuTeTy -European Cybercrime Centre), Kanuesnapuje YH 3a koHTposy
HapKOTHKAa U peBeHIMjy KpuMuHaauTeTa (UNODC), OpraHusanuje aMepuuKux
apkaBa (OAM), MehyHapoaHe TesiekomyHukanuoHe yHuje (ITU), EBponcke
areHiyje 3a 6e36eHOCT Mpexa U uHpopManuoHux cucteMa(ENISA) u apyrux
opraHusanuja.

Ha VIII Kourpecy YH o npeBeHIMjU KpUMHHAJUTETA U MOCTyIamy ca
npectynuunuma 1990. roguHe ycBojeHa je Pe3oJsiylidja o KOMIjyTepCKOM
KPUMHUHAJIUTETY, KOja ce cMaTpa 3HayajHUM akToMm YH y oBoj o6usactu.’
['eHepasiHa ckynmTHHA YH je 2000. roauHe ycBojusa Pe3onyiujy o 60p6u
NPOTHUB 3JI0yNOoTpe6e HHPOPMAIIMOHUX TeXHOJI0ruja,'’ Koja je peBUAHpaHa
2001. roguHe, a HapeaHe, 2002. roguHe y TOCEOHO]j pe30JyIHjH APXKABE Cy
M03BaHe Jja IPUJIMKOM CBOjUX aKTUBHOCTH yBaxke pe3dysiTaTe pasa Komucuje
3a MpeBeHLHUjy KpUMHHAJUTETa U KpUBUYHO mpaBocyhe. ExkoHOMCcKO-
coyujaanu caBeT YH je 2007. roguHe ycBojuo pesoayuujy (2007/20) y kojoj
ce yKasyje Ha lopacT CTola TPpaHCHALLMOHAJHOT KPpUMUHAJIUTETa U yroTpebe
MHPOPMALLMOHO-KOMYHUKAIlMOHUX TEXHOJIOTHja Y U3BpILIEehY KPUBUYHUX JeJia.
3HayvajHa je U pe3osynuja leHepasne ckynimtuHe YH u3 2010. rogune (A/
RES/65/230) 360or popmMupama MehyBJiaJJuHe eKCIIepTCKe I'pyle Koja 6u ce
6aBWJa NUTakUMa 3aLITUTE 0/l KOMIjYTEePCKOT KPUMUHAJNUTETA, y CKJAALY
ca ctaBoBrMa u3 CanBazopcke feksapanuje ycsojeHe Ha XII Konrpecy YH 3a
NpeBeHIUjy KPpUMUHAJUTETAa U KPUBUUHO IpaBocybhe.

9 https://digitallibrary.un.org/record/1296532/files/a-conf-144-28-rev-1-e.pdf
(21.08.18)

10 UN A/RES/55/63 Resolution on combating the criminal misuse of information
technologies,http://repository.un.org/handle/11176/152207 (21.08.18.)
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CaBeT EBporeje opranusaiuja kKoja je Ha 0BOM IOJbY YCBOjuJa GpojHE U
3HauajHe aKTe, Mehy KojuMa oce6Hy BaXKHOCT Y OBOM I10Jby UMajy [Ipenopyka
0 MUpaTepHUju y 06J1aCTH ayTOPCKUX U cpoAHUX NpaBa (Recommendation
No. R (88) 2) u3 1988. roaune, [Ipenopyka 0 KpUMHUHAJUTETY IOBE3aHOM ca
koMmijyTepuma (Recommendation No. R (89) 9) u3 1989. roavHe KojoM ce
M03MBajy AprKaBe YiaHULe 1a pa3MOTPe MHKPUMUHUCAbE U TUTabe NoTpebe
KaKibaBaka 3a KOMIIjyTepCcKa KpMBUYHA JleJs1a, yTBphyjyhu IpyU TOM CMepHHULe
3aKOHO/IaBIlUMa KOje ce OJHOCe Ha HayuH AebUHUCAHka KPUBUUYHUX JeJjia
KOMIIjyTepcKoT KpuMuHaauTeTa. O nocebHe BaxkHOCTU ¢y KoHBeHIUja 0O
3allTUTHU NojejJMHAL|A y BE3U ca ayTOMaTCKOM 06pa/ioM JIMYHUX [ToJjaTaka U3
1981. roguHe,!! KoHBeHIUja 0 3aIITUTH Jelle O CEKCyaJiHe eKCIioaTaluje
Y CEKCYaJIHOT 3JI0CTaB/baa,'” KoHBeHIM]ja 0 clipeyaBawy Tepopu3Ma,'® a
HapouyuTo KoHBeHIUja 0 KOMIjyTePCKOM KpUMUHAAUTETY (BygummnenitTancka
koHBeHIIWja) u3 2001. roguHe™ U WeH J0JaTHU NPOTOKOJI KOjU Ce OJJHOCH Ha
WHKPUMUHALUjy Jesla PACUCTUYKe U KCeHOPOoOHUHe IPUPO/Jie U3BPIIEHUX
pPEeKo KOMIjyTepCcKUx cuctema.

Y okBupuma EY ycBojeH je Behu 6poj akaTa koju ce ofjHOCe HAa 60p6y MPOTUB
KOMIIjy TePCKUX KPUBUYHUX JieJia, Mehy KojuMa je o/ 1oce6GHOT 3Hayaja HEKOJIMKO
JokyMeHaTa: OKBUpPHA OJIJIyKa 0 60p0Ou NPOTHUB IpeBapa U ¢pasicupuKoBatha
6e3roTOBUHCKUM cpefcTBUMa lahawa u3 2001. rogune (Framework Decision
combating fraud and counterfeiting of non-cash means of payment), nepunuuie
He3aKOHUTA IIOHAalllaka Koje JpKaBe YJaHUILe MOpPajy UHKPUMUHUCATHU Kao
KOMITjyTepCKa KpUBHUYHA JeJa; [JupeKTHUBa O eJIEKTPOHCKOj MPUBATHOCTHU
(Directive 2009/136/EC)us 2002. roguHe ce 0JHOCU Ha CUTYPHOCT yCJayra u
NOBepPJ/bUBOCTHU NOJAaTaKa 0 KOPUCHUIIMMA KOjy MOpajy 06e36eAUTH NpyxKaoLu
ycJyra eJIeKTPOHCKUX KOMYHUKa1yja; JupekTruBa o 60p6u NPOTUB CEKCyaTHe
eKCILJIoaTalyje Jielie Ha MHTEPHETY | Aieurje nopHorpaduje us 2009. rogune
(Directive 2011/92/EU), kao u /lupeKkTUBa 0 HanajAxuMa Ha UHPoOpMaLLOHe
cucteme u3 2013. roauHe (A Directive on attacks against information systems).!6

11 https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/108
(21.08.2018))

12 https://www.coe.int/en/web/conventions/full-list/-/conventions/
treaty/201(21.08.2018.)

13 https://www.coe.int/en/web/conventions/full-list/-/conventions/
treaty/196(21.08.2018.)

14 https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/185
(21.08.2018))

15 https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/189
(21.08.2018))

16 https://ec.europa.eu/home-affairs/what-we-do/policies/organized-crime-and-
human-trafficking/cybercrime_en (21.08.2018.)
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2.3. Emuo/owKu acnekm KoMnjymepcko2 KpuMuHa.iumema
(cneyugpuuHocm KpumuHozeHUx ghakmopa)

Y KpUMUHOJIOIIKO] IUTEPATYPH Ce I10jaM KPUMHUHOTeHU GaKTOpU yroTpebsbaBa
calu/beM Jja cenoMohy tbera UCTaKHy eJIeMeHTH KOjU Y ITOTJIe ]y KPpUMUHA/IUTeTa
HMMajy IPpBEHCTBEHO e THOJIOMKHY 3Ha4aj. [lojMy KpuMuHOTeHU GaKTOp ce puaje
3HaveHe Koje 00yxBaTa CBe Be3e Koje ce Ha 6MJIO KOjU HAa4MH YCIOCTaB/bajy
n3Mehy KpUMHUHAJIUMTEeTa Kao MHAWBU/YyaJlHe UM MacOBHE M0jaBe U Pa3HUX
OKOJIHOCTH 06jeKTUBHOT M Cy6jeKTUBHOT KapakTepa (Muaytunosuh, 1990:
300).

[luTamwe eTHOJIOTHje KOMIIjYTEPCKOT KPUMUHAJUTETA je BeoMa CJIOXKEHO,
HEeJI0BOJbHO TEOPETCKH NPHUKA3aHO U eMIIMPHUjCKHU UCTpaXkeHO. HecyMmbUBO je
Jla BeJIMKU 6p0j eMIHMPUjCKU NOTBPhHEeHUX KPUMUHOTeHUX GaKTopa KOjU yTUYY
Ha [10jaBy KPUMHHAJIUTETA YOIIITE YTUYY U HA OBOT 06JIMKa KPUMHUHAJIMTETA,
Kao U JAa noctoje cneuuduyHd GaKTOpU KOjU YTUYY HA KPUMUHOrEeHe3y
KOMIjyTEePCKOT KPpUMHHAJIUTETA.

Y nuTepaTypHu ce UCTHYE Jla Ce KPUMHUHOreHU PaKTOPHU KOMIjyTepCKOr
KPUMHUHAJIUTETA MOTY IOJIeJIUTH Y IBE TPpyIie: KpUMUHOreHe ¢pakTope (y Lnpem
CMUCJY) KOjY IOTO/1Yjy, OJHOCHO NOJICTUYY HacTajakbe, UMpehe U UHTEH3UTET
OBe BPCTe KPUMUHAJIUTETA U OHe (Y y?>KeM CMHUCJY) KOjU HEIOCPEeSHO YTUIY
Ha H3BpIIMOLA KOMIjyTepCKOr KPUMHUHAJHOTL JeJjia. Y LIUpeM CMUCIY,
KpUMHHOTreHe GpaKTope KOju MOJACTHUYY 0Baj 06JIMK KPUMHUHAJIMTETA Cla1ajy:
TEeXHOJIOIIKH pa3Boj, npey3uMame QYHKIHMja, KOHLLEHTpalHja oJaTaka,
HOBU aMOUjeHT /leJI0Batba, HOBe BPEJHOCTH, HOBe GopMe CTapUX BPeLHOCTH,
HOBe BpeMeHCKe I'paHHlle, HOBe NPOCTOpPHe rpaHulle, 60raTcTBO U3bopa,
HOBe KpUMHHAJ/IHE METO/le U TeXHHUKe, CTAGUIHOCT PU3UKA, HEOCET/bUBOCT
Ha BeJIMYMHY, NapaJiejiHe aKlUje, UHXKemepCKo IJaHupamwe, nopehamwe
Mohu mojeauHIA, MUpee UHGOPMATUIYKe MHCMEHOCTH, TyiopudUKalivja
KOMIjyTepCKUX KpUMHUHa1ala, UHGopMaTUUYKa eTHKa, 3aKOHCKa pery/jaTrBa
M 3aLITHUTA. Y y2KEeM CMUCJIY, KPUMHUHOTeHH GaKTOPU KOjU YTUYY Ha U3BPIIHOLE
KOMIIjy TepCKUX KPUBUYHUX Jles1a Cy MOTUB (PUHaHCHjCKU pa3Ji03u, eKOHOMCKaA
KOHKypeHLHja, MUaocphe, TEXHUYKU CUHAPOM, GeHOMEH CUTYyalnuje, JUIHA
CTaB, JIOII IpUMep, EMOTUBHHU Pa3Jio3W, MEHTAJIHU NP06JIeMH, KapaKTepHe
LpTe, UAEO0JIOTH]a, TOJUTHKA U €eTUYKU KOJEKC), CIPEMHOCT U MOTYhHOCT
(TetpoBuh, 2004: 63-128).

Y nomahoj tuTepaTypH je npeJcTaB/beHA U 10/ie/1a HA er30reHe U eH/IoreHe
dakTope KOMIjyTepcKOr KpUMHUHaAUTeTa. Ersorene kpuMuHorene pakrope
npeJcTaB/bajy 6p3vHa pa3Boja MHGOPMAIMOHe TEXHOJIOTHje, OP0j KOPUCHHKA,
MHOOPMaTHUYKA HETUCMEHOCT, HECHAJIAXKebe M HellpularohaBarbe HOBOHACTAIUM
TEXHOJIOIIKUM [IPOMeHaMa, HEMOCTOojahe CBECTU O 6e30eJHOCHUM pU3UIIMMA
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Kopuurhewa HHTEPHETA, aHOHUMHOCT ([ICey/J0aHOHMMHOCT) KOPUCHUKA, HECKJIA /]
u3Mehy HOpMATHBHOT W peasHOT, HeaJ[eKBaTHA TEXHUYKA ONPeMJbeHOCT
M HeJOBOJ/bHO IM03HaBalke HayMHa QYHKIHOHHCama ypebaja, 3amTuTa
MHPOPMAIMOHUX CUCTEMA, KaJ[pOBCKU U MaTepHjaJIHU Npo6JieMH opraHa
Ha/|JIe)KHUX 32 ClIpeyaBalbe OBOI 06JIMKA KPUMHUHAJNHUTETA U HEJOCTATaK
eJlyKanuje o 6e36eJHOCTU HAa UHTepHeTY. EHZloreHU GaKTOpU npe/icTaB/beHU
cy epekToM on line nesnHxubuIMje (Koja ce MaHupecTyje y 1lIeCT Tayaka:
JIUCOLIMjaTHBHA aHOHUMHOCT, HEBU/IJbUBOCT, ACUHXPOHOCT, JIUCOLHMjaTHBHA
MMarvHanuja, COMUICUCTUYKA HHTPOjeKI[1ja U MUHUMHU3UPakhe ay TOPUTETA),
aJIv je YKa3aHO Y Ha KeJby 3a 3JIOCTaBJ/bakheM U YCIOCTaB/bakheM MONHU Ha[|
JIPYTUM, CHH/IPOM 3aBUCHOCTH OJf HHTEPHETA U HEIOCTATKOM CAMOKOHTPOJIE
Kao YHyTpalllkbuM (GaKTOpUMa KOjU [I0BOJiEe 0 I0jaBe KOMIIjyTepCcKOr
KpuMHUHaauTeTa. (Buauh, 2016: 240-244).

2.4. lIpogpun uszspwiuiaya Kpusu4Hux deaa
Komnjymepckoz KpumMuHaaumema

[IpBU 061K LU 310y TIOTPe6a KOMIIjyTepa U KOMIjY TEPCKUX CUCTEMA TOBe3aHU
Cy ca M3BpIIMOLMMA KOjU Cy NOCeJloBa/Jik Noce6Ha 3HaWa U BeUITHHe 3a
Kopuihemwe cucTemMa 360r yera ce 0Baj 06JIMK KpUMHUHAJIUTETA CMATPao 1eJI0M
KpUMHHauTeTa "6esior okoBpaTHUKA”. [lap JlelieHrja HAKOH MojaBe MPBUX
3JI0ynoTpe6a KOMIjyTEPCKUX CUCTEMA KapaKTepHuille MacOBHA IPOU3BOA A,
Kopuuihewe, cuMIJIMUKOBaHA yIOTpeba BeJIMKOT 6poja HHPOpMaLLMOHO-
KOMYHHUKaIMOHUX ypehaja, moBe3aHOCT My TeM IVIo6aJjIHe MpeXe, "HacTambeHOCT”
y cajoep NpoCcTOpy U JOCTYIHOCT Hajpa3/IMUUTHjUX MHPOpMaliuja U moJaTaka
KOjU MOTY OGUTH CPeJICTBO WJHM 06jeKT MHKPUMHHHUCAHUX MOHalawa. To,
yjeZlHO, 3Ha4HU Ja je 6poj NOTeHLMjaJHUX U3BpLIKJIaLa NIpONopLoHasaH
6pojy KOpHCHUKA HHPOPMALMOHUX CUCTEMA, YUME Ce YCJI0XKHaBa NpobJeM
BbUX0Be TUnoJsoruje. C 063upoM Ha 6poj MojaBHUX 06/IMKa U GEeHOMEHOJIOIIKE
KapaKTEePUCTHUKe KOMITjyTepCKOT KPUMUHAIUTETA, aJI1 U MOTHUBE U3BPILIEHha
KPUBHUYHMUX JieJ1a He MOKe Ce TOBOPUTH O jeAMHCTBEHOM NpodUIIy U3BPIIMOLA.
Mo>xe ce U3BPIIUTHU CHUCTeMaTH3allMja U3BpIIUJIALIA Y TPU OCHOBHE I'pyIie:
amaTepu, npodecroHaJHU U3BPIIUONHU U XakepH ([Jumoscku, 2010: 208).

['pynu amaTepa npunajajy nojeAMHIM Koju Hajuelllhe nMajy JieraJlHO 3aHUMaHe
aJii U3 pas3JIMYUTUX pas3Jjora ce NOBPEMEHO YNYLITAjy Y KPUMHHAJIHY
aKTUBHOCT. IbMX0Ba CTPYKTypa HUje MOHOJIUTHA, U3 e je Moryhe U31BOjUTH
KapaKTepUCTUYHE y3pOoKe: cJabU U MOAJI0XKHY MojeJUHIH (IPYyKeHa UM je
MOryhHOCT Jia HEelITO yKpaAy MJHM NpOHeBepe jeJHOCTABHO 360T Tora 1To
Cy UHCTPYMEHTH KOHTpPOJIe He/IOBOJbHHU U HeeDUKACHH; Y TUTAY Cy caabe
JIMYHOCTH HWJH CJabUX HUHCTPyMeHaTa KOHTpOJIe); /bYJU Cca MOPOKOM U
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bpycTpupaHH 0jeJUHIIY - HE3aJ0BOJbHU, pa3oyapaHy, oropuenH ([lerposuh,
2004: 333, 334).

[IpodecruoHa/IHU KPpUMUHAJIIU Cy 0CO6E KOjHU je jeJHO o TJIaBHUX 3aHUMakba
6aB/bere KPUMMHHAJIOM. Y OBOM IOCJY UMajy 60raTo UCKYCTBO U 3HAIbE,
300T yera npe/iCTaB/bajy 3HAYajHy APYIITBEHY ONACHOCT a KapaKTepHlIle UxX
Y BeJIMKa aZlaliTUBHOCT Ha HOBe CUTyalMje, Ipe CBera OHe Koje HacTajy Kao
MOCJIeINIIA TEXHOJIOMKOT pa3Boja. Y opraHu3anoHOM CMHUCTY, TPodeCcHoHATHU
KPUMMHWHAJILYM HACTyIajy MOjelJMHAYHO, y IpyllaMa WJIM OpraHu3alujama,
a CBaKHU 0 OBUX 06JIMKA UMa crneluduiHe KapaKTepucTUuKe. KpuMuHaanu
WHAWBH/YAJLM HACTYIIAjy CaMOCTAJ/JIHO U He3aBHUCHO y peaJsiM3aliiju CBOjUX
[UJ/bEBA, Y HEKUM CUTyalHjaMa MOTy capahuBaTu ca Apyruma, yrjaBHOM
IIOBpEMEHO U paJy peaJsv3aluje KOHKPeTHOI KPUMHWHAJIHOT Jiesla, HeMajy
JYTOPOYHY CTpaTerujy u paspaheHy TakTUKy 360T 4yera UM je MoTeHIHjaJl
3a Bplulele KPMBUYHUX JleJla peJlaTUBHO orpaHudeH. OprannsoBaHe rpyne
NnpesCcTaB/bajy CKYIOBE OjeIMHALA Ca 3aje JHUUKUM HHTepeCUMa U JleJIOBabeM,
MOTeHLMjaJl 3a Bplllelkhe KPUBUYHUX Jlejla UM je 3HaTHO Behu y ofgHOCy Ha
WUHAUBUAYAJHOT KpUMHUHaJLa. KpuMuHa/iHe opraHd3alnuje npeacTaB/bajy
HajBULIY CTPYKTYpPaJIHU 06/IMK KpUMUHAJHE aKTUBHOCTH KOje KapaKTepHile
YBpPCTUHA OpraHU3allvje, XHUjepapxUjCKU OAHOCH CTpora JAWUCLIUIJIKHA,
MOCJYUIHOCT U JIMYHA JIOjaJIHOCT, Y3 U3rpaheHy AyropoyHy cTpaTerujy u
neTtasbHO paspaheny Taktuky (IlerpoBuh, 2004: 335, 336).

Xakepu Ipe/icTaB/bajy cieiiPUUHy IPyIy UHTEpPHET UM cajoep KpUMHUHAaJIala
YHja OCHOBHA aKTUBHOCT N0 pa3yMeBa IPOTUBIPAaBHU yia/l Y KOMIjyTepcke
CUCTEeMe UJIK MpeXe, I0K CBaKa /ja/ba 3aBUCHU 0] HAMepe XaKOBakbaKOMjy TEPCKOT
cHUcTeMa, 0OAHOCHO cnenuduuHor npodusa xakepa. Mako je kpajeM mesje-
CeTHUX U ceJlaM/leceTUX rogrHa XX BeKa MojaM XaKep noJjpasyMeBao 0coby
("koMmjyTepcKy MyApuIlly”) Koja nmocejyje 3Hawka 0 KOMIjyTepuMa U UMa
BeLITHHE U KeJby 3a UCTPaKMBakbeM U yHanpehruBamweM KOMIjyTepCKUX
CHUCTeMa, JelleHUjy KacHUje, aKTUBHOCTH Koje Cy [0 TaJa umaJsie Hajuyeuihe
CJIy4YajHU UJH J0GpOHAMEPHU KapaKTep, XaKoBakbe (XaKUHT) 6UTHO Mema
CBOjy CaZip»KMHY, aKTepe, IUJbeBe U NoCJeMle U N0CTaje NpeTmha CBaKoOM
KOMIIjJyTEpPCKOM CUCTeMy, I0jeIUHLIMMA, OpraHu3anujama, aju 4 JpxKaBaMa
(Busuh, 2016: 103). ¥ ogHOCYy HAa HaMepe U3BpIllekha NPOTHUBIPABHOT yIaa
Yy KOMIIjYTEPCKe CUCTeMe, XaKepH ce MOTy KJacUPHUKOBATH Ha KpeaTHUBIe
(koju xakoBalbe CXBaTajy Kao HCTpa)KUBake, CTPYUYHO YycCaBplIaBaibe,
VHTeJIeKTyaJ/IHU U3a30B, 3a0aBy, CAMO/J0Ka31Bamwe, 6e3 MKaKBUX 3JIMX HaMepa
Y HEraTUBHUX NOCJeAULla UJeraJHUX aKTUBHOCTH), 1eCTPYKTUBLE (KojuMa
XaKoBake Ipe/icTaB/ba MOTYRHOCT 3a MCITO/baBake CONCTBEHe GppycTpaLyje u
arpecUBHOCTH, YHja je aKTUBHOCT BaHJaJIMCTUYKa U CBOJ U ce Ha 6e3pa3JIoKHO
YHULITaBambe U MOAUPUKALHNjY HAalaIHYTUX CUCTEMA) U KpUMUHaJLe (YUju
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je OCHOBHM MOTHB []a CBOja 3Haka U3 00J1aCTH KOMITjYTEPCKUX TEXHOJIOTHja
KOpPUCTE 32 OCTBapHBakbhe NPOTUBIIpaBHe UMOBHHCKe kKopucTHu) (IleTpoBuh,
2004: 348-350)."

2.5. IIpujassusarse, npecyhusare u mamHa 6pojka
KoMnjymepckoz KpumuHa/aumema

YuTepaTypuje3acTy/beHO MUILI/bEbE 1a JaHACKOMITjY TEPCKU KPUMUHAIUTET
npeJicTaB/ba "HajonacHUju” 06JIMK KPUMUHAJIHOT MTOHAallakba UMajyhu y BULY
NOTeHI[UjaJIHe MOCJIe/[UIle KpUMHUHAJ/NHE aKTUBHOCTH y cajoep NpoCTopy Mo
nojeiNHILe, OpraHu3anuje (JIOKaJHOT, pErMOHAJJIHOT U IJI06aTHOT KapaKTepa),
npuUBpeJiHe Cy6jeKTe U Kopropaliuje, p>KaBHe OrpaHe, EKOHOMCKe, MOHETapHe U
duckasHe cUCTEME, aJld M IPaBHE CUCTEMe y LieJnHMU. [loTenujaiHa yrpoKeHOCT
Y BYJIHEpPaOUJIHOCTHA IJ1I06aJIHOj MpeXXH U cajéep mpocTopy Beh ayro Huje
Ha HMBOY HaIlMOHAJIHOT, HETO HaJHAIMOHAJHOT mpobJseMa. besbegHocT
HHOPMAIMOHO-KOMYHHUKAIMOHUX CUCTEMA U TEXHOJIOTHja IPe/ICTaB/ba OCHOB
3amTuTe QyHKIMOHKUCAKA JIPKaBa U 3allITUTE IpaBa CBUX rpahaHa, ajiv v oHa
npe/icTaB/ba GEeHOMEH LIKPET, [VI06aJJTHOT, KapaKTepa.

[Tosiazehu o npeTxoiHe KOHCTATaIMje MOXKe Ce MPETIOCTAaBUTH OBaj 06JIUK
KpPUMHUHAJIUTETa MMa cBe Behy 3aCTy/beHOCT Y YKYIHOj CTONU KPUMUHAJIUTETA,
HapOYUTO Y JIe 1y KOjU Ce OJJHOCH Ha CTPYKTY Py npecyheHor KpuMHUHAJUTETA.
[IpeTnocTaBKa je U /ia je BeJIUKU 6POj MPHjaB/beHUX KPUBUYHUX JieJa, UMajyhu
y BUAy 6p0j KOpUCHUKA KOMIIjyTepa U r/io6aiHe Mpexe, a 0TBapa Ce U MUTakbe
TaMHe 6pojKe KOMIjyTepCKOr KpUMUHAJIMUTEeTA.

MebhyTrM, aHa/IM3a ojaTaka 0 MHKPUMHUHALMjaMa Koje ce 0JJHOCe CaMo Ha
6e36eJHOCTHU payyHapcKux noAartaka (rnasa XXVII K3) y Peny6.unu Cpoujy, y

17 Jla 64 ce pasyMeJsie aKTUBHOCTH XaKepa Ha MpexH HaBelrheMo npruMep KojU ce ;0TOA U0
y Hallloj 3eMJbH OBe roZiiHe. HanMe, y NOJIMIUjCKOj aKIIMjU ¥ KOjOj CYy y4yeCcTBOBaJIe NOJIULUje
Xosanguje, Bennke Bpurtanuje, XpBatcke, Kanaze, Can, Hemauke, lllnanuje, XoHrkoHra,
lllkoTcke, UTanuje u Ayctpasvje, noavnujaje Ha TepuTopuju Peny6iuke Cpbuje yxamncuia
M.]. (19) u [I.B (21) 360r cyMme Aa cy 6UIM afMUHUCTpaTOpu cepBuca Webstresser koju
je cMaTpaH Ha HajBehe CBETCKO KPUMHUHAJHO TPXKHUILTE 32 U3HAjMJ/bUBame T3B. DDoS
Hana/a, ca Buule o 136.000 perucTpoBaHMX KOPUCHHKA U BUILE O/ YeTUPU MUJIHUOHA
Hana/a U3BeJleHUX Jio anpua 2018. roguHe Ha pa3He HHTePHET JJOMeHe U3 LleJIoT CBeTa.
Hanaau cy nyusbanu KpuTU4He on line yciyre Koje Hyfie 6aHKe, Ap>KaBHe HHCTUTYLUje U
MOJIMIMjCKe CHAare, Kao M MHAYCTPUjy Urapa Ha UHTepHeTy. Hanajjauu cy mpeko UHTepHeTa
yInpaBJ/baJjiv IOBe3aHUM pauyyHapuMa ca [[U/beM Jla ycMepe OTPOMHY KOJMYUHY HHTEepPHEeT
cao6pahaja Ha uu/baHe web-okanuje v on line nnatdopme. Ca 0BUM KPUMUHAJTHUM CEPBUCOM
6UJI0 KOjU perHCTPOBAaHU KOPUCHHUK Cca MaJlo UJIM HUMaJIo TEXHUYKOT 3Hakha Morao 61 Aa
nJaTy ofpeheHy HoBUaHY HaKHaAy, kopucTehu cucteMe nahawa nyTeM HHTEpHETA UJIH
KpPUITOBAJNyTa, U OCTBAPHU LiM/baHU HaMNa/ Ha XKe/beHU UHTEePHEeT NMOopTaJl UJU CePBHUC.
H3Bop: www.politika.rs (26.04.2018.)
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nepuoay oz 2007-2016 roguHe, 0JJHOCHO caMo ziesia GeHOMeHa KOMIjy TepCKOr
KPUMUHAJIUTETA, He NOTBPhHyjy NMpeTXoAHY MPEeTIOCTaBKY, HAaIpoTUB. bpoj
NpUjaB/beHUX KPUBUYHUX JleJia, ONTYKEHUX U ocyheHUX JiMLa He MOXxe ce
cMaTpaTu BehuM o CUMOOJIUYHOT.

HauMe, y mocMaTpaHOM [ieceTOrOAUIIBEM NMEPUOAY MOAHETO je YKynHo 202
KpUBHUYHEe NpHjaBe 3a KPUBUYHA JleJla IPOTUB 6e36eJHOCTU pauyHapCKUX
nogaTtaka (Ta6esna 1). YkynaH 6poj onTykeHux Jjuua je 70, I0K je YKYITHO
ocybeno 45 nuna. Of Tor 6poja uspeyeHa je 31 ycsoBHa ocya, 3 HOBYaHe
ka3He U 11 ka3Hu 3aTBOpa (CaMo TPH y Tpajamy AyxKeM oJ 2 roaune) (I'pyjuh,
Bsaruh, 2018: 307-310).

lFopuHa 2007 2008 2009 2010 2011 2012 2013

[IpujaB/beHa Kp.

pena(XXVII K3) 8 25 45 20 22 15 28

OnTyxeHa 1uLa 3 10 6 4 10 6 6
Ocybena snuna 2 5 4 4 4 5 4
OcybeHu Ha Ka3Hy 2 i i 1 4 1
3aTBopa
ToguHa 2014 2015 2016 YkymHO

[IpujaB/beHa Kp.

nena(XXVII K3) 9 14 16 202

OnTy:xeHa Ju1a 17 3 12 70

OcyheHa nuna 8 2 7 45

OcyheHu Ha Ka3HY i 1 11
3aTBOpa

Tabesa 1. KpyuBuyHa feJia NpoTUB 6€36e/JHOCTU pauyyHapCKUX MoJjaTaka
(6poj mpujaBa, ONTYXKemwa, 0CyAa, 0CY/a Ha Ka3HY 3aTBOpa)

M3Bop nopaTtaka: Penybauyku 3a800 3a cmamucmuky

OBakaB NPUCTYI YKa3yje Ha jeJHY O/1 /iBe MPETIIOCTABKe: 1a HeMa 3Ha4ajHUjer
ydyeirha oBe rpyne KpMBUYHUX JieJ1a Y YKYIIHOj CTONM KPUMUHAJIMTETa UJIY Jia je
BeJIMKa TaMHa OpojKa KpUMHUHAUTETA yCJie/l HelpUjaB/bUBaba [lesla O/l CTpaHe
»KPpTaBa, OTEKaHOI OTKPHUBaHa, HeJJOBOJbHE aKTUBHOCTH U 0CNIOCO6/bEHOCTHU
[ p>KaBHUX OpraHa Ha/lJIeXKHUX 32 OTKpPHBakbe, JOKa3UBakbe, Ipolecyrupame U
npecybuBame oBe BpCcTe KpUMHHAJAWUTETA, U cJ1. Mako y fomahoj intepatypu
HeJI0CTajy eMIIMPUjCKa UCTPaKUBakha Yy OBOj 06J1aCTH, MUIIJbEHA CMO /1A je,
Wnak, MMajyhu y BUAy MacOBHY U3JIOKEHOCT BUKTHUMHU3ALUjU KOPUCHUKA
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KOMIIjy TEPCKHUX CUCTEMA U MHGOPMAIMOHO-KOMYHUKAI[MOHUX MpeXa, KOMIIjy-
TEPCKU KPUMHUHAIUTET 06JIMK KPUMHUHAJIHOT MOHAIIakha KOjer KapaKTepuliile
HajBeha TaMHa O6pojka KpUMHUHAJIWTETA. JelHA OJf MPETIOCTAaBKHU Koja ce
HaBOJIU y INTEPATYPH je [1a je 0JHOC OTKPUBEHUX U HEOTKPUBEHUX JeJ1a KO/
akTuBHOCTU xakepa 1:10000 (MrwaToBuh, 2018: 56).

2.6. MacoeHa u3/103#ceHocm suKkmumusayuju u
Yyaposicasarbe 0CHOBHUX /bYICKUX Npasa

CrnenuduvHOCT peHOMeHa KOMIjyTEPCKOT KPUMHUHAJIUTETA NPeJCTaB/ba U
MacoBHa U3JI0)KEHOCT BUKTUMHU3AI U1 KOPUCHUKA KOMITjyTepa, KOMITjy TEPCKUX
Mpexa, IHTepHEeTa Kao rJo6aiHe MpeXKe U JIPYyTUX HHOOPMaIlHOHO-KOMYHHUKa-
UoHUX ypebaja u cucrema. Haume, H1 Koz, jeAHOT 01 06JIMKAa KPUMHUHAJIHOT
MoHalllakha CTeleH BUKTUMU3UPAHOCTUU BYJHEPAOGUJIHOCTH HHUje TOJUKO
M3pakeH Kao Ko/l KOMITjy TEPCKOT KPUMHUHATUTETA.

Be3 063upa Ha cucTeMe 3alUTUTE KOMIjyTEPCKUX CUCTEMA U Mpea, NOBe3u-
Bame Ha IJIoGaJIHy MpeXy OoTBapa MPOCTOpPHEe U BpPeMeHCKe JUMeH3Hje
n3Meby noTeHuMjasHOr U3BPIIMOLIA U KPTBe KOMIjYTEPCKOT KPUBUYHOT
Jlesia. MacoBHa MPOU3BO/ba Pa3JIUIUTUX UHGOPMAIMOHO-KOMYHUKALLUOHUX
ypebaja v mrxoBa JOCTYIHOCT CBUM CJI0jeBMMa APYLITBA Yy CABPEMEHOM CBETY,
Moje/JHOCTaBJ/beHA yIOTPe6a BEJIMKOT 6poja CUCTEMA U Mporpama, MpUCTYII U
kopuuthewe UHTepHeTa Kao OCHOB CBaKOJAHEBHOT QyHKIIMOHUCAKA N10jeJUHIIA,
JpyLITBa, EKOHOMHUje, pKaBa U IJ100aJHe 3ajeJHHLe, [PYLITBEHE MPeXe Kao
yCJIOB KOMYHUKATHUBHOCTH, "HacTawmeHOCT” y cajoep NpoCcTOpy, JOCTYIHOCT
nHbopMalja, MaHUNyaanyja nHopManjamMma u caZipkajeM,0TKpUBakhe UJIU
YTPOXKEHOCT JIMUHUX NoJlaTaKa, HeJoCTaTaK CBeCTH U 3HaHWa 0 CUCTeMHMaA U
noTpe6H 3alUTUTE, KA0 U YUTAB HU3 JPYTUX OKOJHOCTH YKa3yjy Jia je CBaKu
KOPUCHUK KOMIIjYTEPCKUX UJU MHPOPMALMOHO-KOMYHHUKALMOHHUX CUCTEMA
NOTEHIIMjaIHa }KPTBA KPUBUYHOT JleJ1a KOMIIjY TepCKOT KpUMUHAIMTeTa.

Y norJyiefly yrpoXKeHOCTH OCHOBHHUX JbY/CKHUX NpaBa BaXKHO je yKa3aTH Ha
nojefiMHa4YHa NpaBa rpabhaHa 3arapaHToBaHa MehyHapoJHUM JOKyMeHTHUMa
(v HauMOHAJIHMM 3aKOHOJaBCTBMMA CaBpPeMEHUX Jip)KaBa) Koja MOry 6UTH
yrpo)keHa WJM noBpeheHa aKTHMBHOCTMMa KoOje 4YMHe cajAp:kaj dpeHOMeHa
KOMIIjyTepCcKOr KpuMuHaauTeTa. Haume, 3soynorpebe uHdopManuoHO-
KOMYHMKAIJUOHUX CHCTeMa M KOMIjyTepCcKe TEXHOJIOTHje MOTY Jia yrpo3e
YMTaB HA3 OCHOBHUX JbY/JCKUX IIPaBa, OJ{HOCHO: TPaBO Ha CJI060AY U JbYACKOT

18 Ctyauja o kopuurhewy THPOPMALMOHO-KOMYyHUKAIIMOHUX TeXHOJI0THjay 2017. roquHu
y Peny6aunu Cpbuju nokasaJaje ga 68.1% gomahuHcTaBa mocejyje KoMnjyTep, of yeraje
68% 6110 moBe3aHo Ha HHTepHeT. http://publikacije.stat.gov.rs/G2017/PdfE/G20176006.
pdf, (01.05.2018.).
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JlOCTOjaHCTBO (3JI0ynoTpebe TeXHOJIOTHja KPO3 eJIeKTPOHCKO HaJi3upame
KOPHCHUKA, Kopulthere IMYHUX N0JaTaKa U UAeHTUHUKAILMOHUX JOKYMeHaTa
KOPHUCHUKAO/ CTpaHe BJ3JUHUX TeJsa U areHlyja), IpaBo Ha 3alUTUTY OJ
JYCKpUMHHal¥je (cajoep pacu3aM, "KOMIjyTepcKa 3aBUCHOCT ), MpaBo Ha
cJ0604y MUIL/bEHA U U3paXKaBama (HaA30p Hajl 6a3aMa [olaTaka, HaJ3upame
“HOpPMaIMOHO-KOMYHUKAIIUOHUX ypehaja, Hanag Ha OonepaTUBHU CUCTEM
v ypebaje, 3abpaHa npuctyna ojjpeheHum on line cagpkajuma), mpaBo Ha
JINYHY 6e30€eIHOCT ¥ 3ab6paHa HeXyMaHUX 00JINKA KaKikhaBakha (eJIEKTPOHCKHU
Ha/30p, UMIJIaHTUpake eJIeKTPOHCKUX YUIIOBA y TeJso, 6GuoMeTpHjcKa
uaeHTHdUKaLKja), IPaBO Ha MPAaBUYHO Cyhere U yrpoKaBate NPeTIoCTaBKe
HEBUHOCTHU (OTKpUBame JIO3UHKM U KPUITOBAHUX MUPPU KOPUCHHKA,
Kopulnhemwe eJJleKTPOHCKUX JI0Ka3a Ha CyAy, NIpenpaB/batbe eJeKTPOHCKUX
JloKasau orpaHU4YaBakbe NpUcTyna ofpeheHUM HHTEPHET caJipXKajuMa), 1paBo
Ha MMOBUHY U UHTEJIEKTYaJIHy CBOjUHY (JUTUTATHA TUpATEPUja, KOMIjyTepCKa
XaKOBaka, eJIeKTPOHCKA LIIUjyHaXa), NpaBo Ha NPUBATHOCT (eJ1eKTPOHCKO
Ha/i3upatbe, HaZ30p HaJ, 6a3aMa [oiaTaka, eJleKTPOHCKA TProBamha, HeXKeJbeHe
MOHYy/Jle 3a IJIaCMaH NMpPOW3BOJa), MpaBO Ha XUBOT (cajbep TepopusaM U
CMpPTHA Ka3Ha 3a KPUBUYHA Jies1a KOMIIjyTepCKOr KPUMHUHAJIUTETA), TPaBo
KaHAWJo0Bamwa Ha U3boprMa U NnpaBo Iyacawa (on line MHAOKTpUHALK]a,
JUTUTAJIHK MOHOIIOJH, HamnaJ, Ha NPUBATHOCT KOPUCHHUKA, HAJ30p HaJ
eJIEKTPOHCKHUM CHUCTEMOM IJiacama, eJIEKTPOHCKO Hai3upate) (Smith, 2007:
170, 171).

3. 3akJ/by4Ha pa3MaTpama

KomnjyTepcku KpUMUHAIUTET NPEACTaB/ba HAJHOBUjU 0GJIUK KPUMUHATHOT
NOoHallaka KOjU je HacTao Kao MocJjeAuvna 3JjoynoTpeba KommjyTepa,
KOMIIjY TEPCKUX CUCTEMA U MpeXa U APYTrUX HHGOPMALIOHO-KOMYHUKAIIUOHUX
ypebaja, a;iu ¥ TpOTUBNPaBHUX aKTUBHOCTHU y cajbep (BUPTYeJTHOM) IPOCTOPY.
Hako ce y 0CHOBHUM THUIOJIOTHjaMa KPUMHUHAJUTETA IPOYyYaBa0 ¥ OKBUPHUMA
MMOBHUHCKOI, KpUMHUHaJMTeTa "6eslor OKOBpPAaTHUKA’ WJHM NPUBPEHOT
KPHUMHUHAJUTETA, PA3JINYUTOCT N0jaBHUX MaHUdecTallja, MHKPUMHUHHUCAE
KOMIjYTEPCKUX KPUBUYHUX Jesla U oJpehuBamwe "TpaguimoHaHUX’
KPUBUYHUX JleJ1a KOja IpeMa HauMHY WUJIH CPeACTBY U3BpIIEeHha MOTY OUTH
cMaTpaHa JeJIoM OBOr' 06JiMKa KPUMUHAJIMTETa, CUCTEMATCKO U HAy4YHO
npoy4yaBame OBOT ¢peHOMeHa 3aXTeB MPUCTYI KOMITjy TEPCKOM KPUMUHAJIUTETY
Kao noce6HOM, ayTOXTOHOM, OGJIMKY KPHMHUHAJHOI IOHallawka. Y paay
CMO MOKYIIAJIU [la YKaXKeMO Ha HajBaXKHUje cIeluPUIHOCTHU OBOT 00JIMKA
KpUMHHAJUTETA, KOje yjelHO NpeCcTaB/bajy U3a30Be CaBPeMeHOT ApYIITBa
Ha [JIaHY BeroBOr cipevyaBamba U Cy30Ujamba.
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OcHoBHa cneniiPUYHOCT je OjMOBHO AedHUHHCAkE KOMIIjy TepCKOT KpUMHUHa-
JIUTETA jep ce Kpo3 mera oapebhyje u caapxkaj camor peHoMmeHa. Mako y
JIUTepaTypH, HajsHAYajHUM MehyHapoJHUM W HAIMOHAJHHUM H3BOpHMa
npaBa He MOCTOjH jeAUHCTBEeHA le GUHULIMja KOMIjYTEPCKOT KPUMHUHAJNUTETA,
npesACTaBUJIM CMO OHE KOje CMaTpaMo 3Ha4yajHUM U OZipeIUJIU ce TpeMa OHUMaA
KoOje cMaTpaMoO MOTIYHO MPUXBAaT/bUBUM. TpaHCHaIMOHAJHU KapakTep
KOMIjYTEPCKOT KPHMMHUHAJUTeTa INpHUKa3aJu CMO KpO3 yKa3WBame Ha
HeJl0CTAaTaK KJacU4YHe IPOCTOPHE JUMeH3Hje Bpllekha pa/iibe U HACTyIambha
nocJe/idIle, Kao ¥ Ha bpucame BpeMeHCKUX rpaHulia usmehy usBpuivona u
KPTBe KOMITjYTEPCKUX KPUBUYHUX Jles1a. UMajyhu y BUJy TpaHCHAIMOHATHU
KapakTep, IpUKasaJ/d CMO Haj3HavyajHUje MehyHapojHe aKTe y 0BOj 06/1aCTH
Y yKa3aJjiu Ha MoTpe6by 3ajeIHUUYKUX aKTUBHOCTU Ha MehyHApOJHOM IJIaHy.
[Toce6HOCTH KOMIjyTEPCKOT KPUMHUHAJIWTeTa Ipe/ACTaB/bajy U KPUMUHOTeHU
dakTopH, eHI0reHH U er30TeHH, Iope], eMIINPHUjCKU NOTBphEeHUX KOjU YyTUIY
Ha KpUMHUHOreHe3y KpUMHUHa/MTeTa yonuite. [Ipoduarcame usBpumona
KPUBUYHUX [JleJ1a KOMIIjYTEePCKOT KPUMUHAJIUTETA je 0Jf ToceOHe BaXKHOCTHU
3a pasyMeBame peHoMeHa 0BOT 06J1IMKa KPDUMUHAJUTETA, aJlU U 3a IIJIaHUpatbe
U aKTUBHOCTHU Ha HEroBOM Cy30Hjarmby W ClipeyaBamy. HesHaTaH 6poj
NpUjaB/beHUX KPUBUYHHUX JieJla KOMIjyTepCKOr KPUMHUHAJIWTETA, BUlle
Hero cMM60JiM4aH 6poj ONTYyXXeHUux U ocyheHux auna y Penyosunu Cpouju
NpeJCcTaB/bajy UHAMKATOpe 3a Jpyradyvjy akTUBHOCT opraHa gopMaJsiHe
colMjaJiHe KOHTPOJIe ¥ MOTBPhHYjy NpeTnocTaBKy 0 BeJIMKOj TAMHO] 6Gpojiu
KOMIIjYTEPCKOI KPpUMHUHA/IMTeTa. MacoBHA M3JI0)KEHOCT BUKTUMHU3ALUjHU U
BYJIHEPAGUJIHOCT KOPUCHHUKA KOMITjy TEPCKUX CUCTEMA U MpeKa, "HaCTambeHOoCT”
y cajbep npocTopy NoTBphyjy MUIl/berwe Ja KOMIjyTepCKU KPUMUHAJIUTET
npe/icTaB/ba "HajoONACHUjU” 06JUK KPUMUHAJIHOT MOHALIakha y CaBpeMeHOM
CBETY.

[IpencTaBsbeHe cieuPUIHOCTU U CABpEMEHU M3a30BH Koje yCJ10B/baBa Pa3Boj
KOMIIjYTEepPCKOT KPUMHHAJUTETA, CBAKAKO, 3aXTeBajy MocebGaH NPUCTYI
BUXO0BOM IIpoyyaBamwy. EMNupujcka ucTpaxuBama CBUX HaBeJleHUX, alu
U APYTHUX CelUPUUYHOCTHU OBOT 06JHMKA KPUMUHAJIUTETA, IPEJYCJIOB Cy 3a
pasyMeBambe U 06jallitberbe 0BOI GeHOMEHA, aJI1 U 3a IJIaHUPakhe aKTUBHOCTHU
yCMepeHHUX Ha ClIpevyaBamy U Cy361jalbyKOMITjy TePCKOT KPUMHUHATUTETA.
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CYBERCRIME: SPECIFICITY AND CONTEMPORARY CHALLENGES
Summary

Crime is a pathological social phenomenon of a universal character, Regardless of
the degree of development and the form of organization of social community, crime
is omnipresent. Viewed through the prism of the historical development of human
civilization, the phenomenological features, forms and structure of crime changed
over time. In addition to the existing incriminations, new forms of crime appear;
concurrently, crimes that have been incriminated for a certain period cease to be
prohibited and/or sanctioned. These processes are dynamic and not exclusively
related to the temporal dimension; they depend on the level of development, tradi-
tion and culture, economic, legal and political system of individual states.

The characteristic of the contemporary post-modern society is the emergence of a
new form of criminality - cybercrime. As an inevitable consequence of the digital
age and the application of information technologies in all aspects of social life,
cybercrime entails new forms of criminal behavior resulting from the mass use and
abuse of new technologies (computers, computer systems, electronic communication
devices, the global network - Internet), as well as traditional offenses committed
by using a computer.

The provision of new criminal offences envisaged to provide protection of computer
data security are only a small part of efforts to counteract cyber crime, parti-
cularly given the fact that computers are a potential tool for the execution of
other criminal offenses. According to typology provided in the criminal law
literature, cybercrime is most often studied as part of crimes against property.
However, in addition to property-related criminal offences, the distinctive featu-
res and autonomy of the committed crimes show that cybercrime includes criminal
offences which are traditionally part of general, political, economic or violent crimes.

The paper provides analysis of the phenomenon of cybercrime and its specific fea-
tures. The author discusses the challenges that have to be addressed by the modern
society: the dynamic development of ample forms of cybercrime, the erosion of
spatial and temporal boundaries in execution of these crimes, the specific profile
of the perpetrators, the problems in detecting and proving these crimes, the high
“dark figure” and the massive exposure to victimization. The contemporary society
has to provide an adequate response to all these issues.

Keywords: cybercrime, computer data security, abuse of information technology,
Internet.
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